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Abstract
Background and Objective: Digital transformation in smart educational

management systems, driven particularly by emerging technologies.such as
artificial intelligence, blockchain, and the Internet of Things,.is.regarded as
one of the most significant developments of the Fourth Industrial Revolution
and marks a remarkable shift from Education 1.0 to Education 4.0 through
innovative approaches

Methodology: This applied qualitative study was. conducted using a

documentary analysis approach. Of the 60 articles identified, 29 relevant and
credible sources were purposively selected and<analyzed using Braun and
Clarke's thematic analysis. ChatGPT, DeepSeek, and Qwen were also
employed as auxiliary analytical tools. Datawere collected through systematic
searching and a researcher-made checklist. Ultimately, from among 157
opportunity-related initial codes and 49 challenge-related initial codes, seven
opportunity themes and five challenge themes were identified.

Findings: A total of 157 opportunity-related initial codes and 49 challenge-

related initial codes were_extracted and categorized into four domains: Al,
Blockchain, 10T, and technological synergy. The findings comprised 7
opportunities and 4 challenges for Al, 3 opportunities and 3 challenges for
Blockchain, 3 opportunities and 3 challenges for 10T, and 5 opportunities and
6 challenges for technological synergy. The findings were presented as a table
and a conceptual model.

Conclusion: The synergy among the three technologies offers considerable

potential “for the intelligent transformation of educational management.
Realizing this potential requires strengthening infrastructure, building human
resource capacity, enhancing security, and developing appropriate legal
frameworks and standards.
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Intelligent Educational Management Systems Based on Artificial
Intelligence, Blockchain, and the Internet of Things: Opportunities and
Challenges

Extended Abstract

Background and Obijective: The integration of emerging technologies such as Atrtificial

Intelligence (Al), Blockchain, and the Internet of Things (IoT) is recognized as a key strategy in
transforming educational systems, having garnered significant attention from leading nations and
educational institutions in recent years. While these technologies have opened new horizons by
driving remarkable changes in educational management, learning personalization, and research
efficiency, their implementation is not without challenges. Accordingly, the primary objective of
this study is to examine the opportunities and challenges associated with deploying smart
educational management systems based on these three pivotal technologies. The significance of
this research lies in providing a comprehensive understanding of “Al, 10T, and Blockchain
applications in education, while detailing both micro- and macro-level opportunities and
challenges. Furthermore, the necessity of this study is twofold: first, to prevent strategic lag in
global educational transformation and avoid passivity within the national educational system in
the face of this fundamental shift; and second, to address the lack of familiarity among educational
experts regarding the opportunities, challenges, prerequisites,-and necessary infrastructure,
ultimately helping to bridge the quantitative and qualitative.gap between Iran’s educational
standards and global benchmarks.

Methodology: This study is qualitative in nature and employs thematic analysis based on the

Braun and Clarke (2006) framework. This method was selected for its capacity to identify,
organize, and interpret hidden semantic patterns within texts. Accordingly, the unit of analysis
comprised texts and content related to smart educational management systems based on Artificial
Intelligence (Al), Blockchain, and the Internetiof Things (loT).

Data were collected through a documentary approach, involving a systematic search of library
resources and reputable scientific'articles available in online databases. Subsequently, following
the six phases of thematic analysis (familiarization with data, initial coding, searching for themes,
reviewing themes, defining-and naming themes, and producing the report), all extracted texts were
coded. To facilitate the initial coding process and identify semantic patterns, the Qwen Al tool was
utilized as an analytical ‘assistant; however, the final extraction and naming of themes were
conducted exclusively based-on human judgment.

Findings: The analysis of the research data led to the extraction of 157 core codes in the area of

opportunities and 49 core codes in the area of challenges, which were ultimately reduced to 7 main
themes for opportunities and 5 main themes for challenges. The identified opportunities are as
follows: First, “deep personalization and intelligent content adaptability”, which includes dynamic
content., adjustment, customized learning paths, and physiology-based learning. Second,
“enhancement of teaching-learning processes and cognitive experiences”, characterized by
improved academic performance, cultivation of higher-order mental skills, and increased learner
motivation and engagement. Third, “transformation in pedagogical methods and redefinition of
educational roles”, encompassing the shift to learner-centered models, intelligent feedback and
assessment, and technological mediation in teaching. Fourth, “administrative efficiency and
intelligent resource management”, achieved through automation and administrative agility, smart
space and energy management, and optimal allocation and virtualization of resources. Fifth, “trust-
building, data security, and record integrity with a focus on blockchain”, ensuring credential
validation, fraud prevention, information transparency and immutability, and protection of privacy
and intellectual property. Sixth, “cognitive synergy, big data analytics, and the Internet of Things”,
providing advanced analysis and insight generation, real-time monitoring and smart health
tracking, and object intelligence and networking. Finally, seventh, “educational equity, inclusivity,
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and institutional strategic transformation”, emphasizing equality and fair access, holistic growth
and societal development, and the transition to Education 4.0.

Conversely, the challenges facing the implementation of this system can be explained in five main
themes. First, “economic and infrastructural challenges”, including financial constraints and
technical infrastructure issues. Second, “security, privacy, and ethical challenges”, involving cyber
threats, data privacy concerns, and ethical issues arising from technology adoption. Third, “skill-
based, educational, and human-related challenges”, covering skill and training gaps, difficulties in
recruiting and retaining experts, excessive dependency and reduced cognitive skills, diminished
human interaction, and issues related to user trust and participation. Fourth, “data quality and
scalability challenges”, concerning information accuracy and quality, as well as scalability and
massive data management issues. Finally, fifth, “legal, policy, and digital equity challenges”,
addressing the digital divide and equity, legal and standard voids, and the need for developing
appropriate policies and strategies.

Conclusion: The findings indicate that the synergy of Artificial Intelligence, Blockchain, and the

Internet of Things facilitates a transition to Education 4.0, providing a foundation for deep
personalization, enhanced cognitive experiences, and increased efficiency within the educational
system. Although challenges such as infrastructural constraints, security.concerns, skill gaps, and
legal voids exist, these obstacles are entirely manageable through gradual investment, stakeholder
empowerment, and the development of flexible policies. Ultimately,.a balanced implementation
of this system paves the way for a smart, secure, and equitable educational framework, positioning
technology in the service of human capital flourishing.

Keywords: Intelligent Educational Management System, Artificial Intelligence, Internet of Things,

Blockchain.
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